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Kubernetes a uskali jeho provozu

V praxi

Workshop spolecnosti GAPP System

Hotel Jalta, Praha, 12. 4. 2023




Kubernetes je zakladem modernich aplikaci

Moderni aplikace jsou provozovany

ve formé kontejner(

Virtual Machine

Container Container Container
Operating system

Physical Infrastructure

0 organizaci investuje do
6 7 A) kontejnerd pro dosazeni vyssi

miry agility

Zdroje:
1- App Modernization in a Multi-cloud World, 2020 VMware Market Insights Report

2- The State of Kubernetes 2022, presented by VMware

Kontejnery bézi na Kubernetes
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99%

organizaci jasné deklaruje akceptaci
vyhod Kubernetes jako platformy s
témito tfemi stéZejnimi prinosy:

- efektivnéjsi vyuziti zdroju

- jednodussi upgrade aplikaci

v

- snadna moznost migrace do cloudu
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Kubernetes je stale rozsSirene;jsi

Number of Kubernetes clusters currently in operation 0
95%

2022 23% 20% 29%

2021 32% 17% 16% Have difficulty
selecting, deploying and
managing Kubernetes

2020

Challenges encountered in selecting a Kubernetes distribution

5or 6-10 11-25 26-50 More
less than 50 51%

37% 34%

Lack of internal Hard to Kubernetes/
experience hire needed Cloud Native
and expertise expertise speed of change

Zdroje:

The State of Kubernetes 2022, presented by VMware ;
/ —
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What Kubernetes is not

Kubernetes is not a traditional, all-inclusive PaaS system

Kubernetes:

= Does not provide application-level services, such as ... middleware ... cluster storage
systems ... as built-in services.

= Does not provide nor adopt any comprehensive machine configuration,
maintenance, management, or self-healing systems.

= Does not dictate logging, monitoring, or alerting solutions.

Source: https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/ )
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https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/

Co vse je treba resit pri nasazeni Kubernetes v produkci?

Image Registry
Scheduling, _@.
Orchestration, Service Creation

Framework Lifecycle Management

Kubernetes je pouze
jednou z vrstev celého
prostredi!

Cluster Health Monitoring, Healing and Lifecycle
Management

Security and Networking

Persistence

Monitoring, Logging, Analytics

Virtual Infrastructure



VMware Tanzu Application Platform

GLOBAL CONTROL PLANE

//\\ VMware Tanzu® for
N\—7 Kubernetes Operations

Mission Control

Lifecycle Management

Security, Compliance,

. Data Protection
Audit

Identity and Access

+ API Driven Integrations

Observability

Service Mesh

BUILD AND DEPLOY

Container Registry

CONNECTIVITY

Kubernetes Ingress / Load Balancing Container Networking

COMPUTE RUNTIME

Platform Monitoring

Kubernetes

MULTI-CLOUD

& aws

AAzu re & Google Cloud Q IBM Cloud @



Security and Networking

= Networking v prostredi K8s clusteru
= Container Network Interface (CNI)
=  CNI plugins — Flannel, Calico, Canal, Antrea

= Zakladni bezpecnost pri vzajemné komunikaci e — "
= Network Policies ] — —

= Zajisteni pristupu ke sluzbam wo——1 | lwo——1 | lwo——
" |4 load balancing — HAproxy, MetallLB Noce ‘[ Noce 2 ‘[ Node T

= L7 ingress s TLS terminaci — Contour, NSX ALB
= Service Mesh pro vzajemnou komunikaci — Istio



NSX Advanced Load Balancer

= Enteprise-grade services

L4 load balancing

L7 ingress controller

Web Application Firewall (WAF)
Domain Name System (DNS)
TLS termination

= Multi-cloud

Bare Metal Servers
Virtualized

Public Clouds
Containers

-

Cluster

NodePortLocal
Mode

node 1(10.10.1.2/24)

node 2 (10.10.1.3/24)

NodePort
| ;5000 5000 Mode
[Cpod 1= [ pod ]
node 1(10.10.1.2/24) node 2 (10.10.1.3/24)

Cluster A /

nodeport: nodeport: nodeport:
10.10.1.2:5000 10.10.1.3:5001 10.10.1.3:5002

workload workload workload

pod A pod B pod C
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NSX Advanced Load Balancer

Control Plane

App
Insights

Avi Controller

Configuration &
Automation @

fm—————m—m———— - ANALYTICS AUTOMATION

Data Plane @

SEPERATE CONTROL
& DATA PLANE

ELASTICITY

_C) MULTI-CLOUD

Virtualized Containers PUBLIC CLOUD

App Services

ON PREMISES Bare Metal
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Integrace Tanzu a NSX-T Datacenter Networking

* Automatické vytvoreni NSX sitového
vy 7 ’ X Antrea Container Cluster '
segmentu pro kazdy novy Tanzu cluster | |

Server

K8s Control Plane Mode = seaasssssssssssss 4, pecccmmmemmcccmmmeans
] - - 1 i
[l - - 1 i
. Vé v Vs 7 . ! . Antrea . : ! NSX M_anager
= Automatickeé vytvoreni a sprava Tierl | Hracefiow CRDS, Monitoring CRDs, & NSXAdapter | { Applance
© E > e e O] . : Operation Requests,
rO Ute ru i kas APl D Inventory, Logs

'
1

Policy Statistics, Logs

K8s Resources

DFW, Realization
Status, Groups

= Integrace prvku distribuované :
bezpecnosti do prostredi Tanzu (napf. || i e
firewall) |

Security Policies

K8s Services, K8s Endpoints

' Abbreviations Used

" MozZnost vyuziti K8s objektl primo v NSX L . wonaement e

| !  CCP: Central Control Plane
Manageru

DFW: Distributed Firewall
. .. | ! CRD: CustomResourceDefinition
= Pods, Ingress, Services, Network Policies, Namespaces, ; Kubelet '
Nodes '

Pod Pod Pod

E Legend

OpenFlow

E . Standard K8s Cluster Componentsi

Open vSwitch Bridge

u Snadny’ dOhIEd a Iogova,nl, SI,tIOVé ' ’ i . Antrea Components
kO m U n i ka Ce i — i Antrea & NSX-T Integration

L K8s Worker Node Components




Security and Networking

Istio Mesh
[
. . |
VMs/Monoliths Kubernetes Public Clouds I
|
| L L
: [::::3 :E]: Service A :E]: Service B
- ) )
[ Y Y
| Mesh traffic
T O Proxy O Proxy >
Ingress| Egress
traffic | traffic

Vzajemna komunikace mnoha sluzeb v
raznych clusterech v raznych sitich
vyzaduje novy pristup k zajisténi jak
celkové funkcnosti, tak bezpecCnosti.

S -

Discovery
Configuration
Certificates

Service Mesh Control Plane




Service Mesh

= Service Discovery and Routing
= Zajisténi bezproblémové komunikace mezi clustery

= Observability A ISt|O

= Sbér metrik souvisejicich s komunikaci rlznych sluzeb
"= Tracing komunikace mezi sluzbami

= Availability and Resiliency
= Rizeni provozu v zavislosti na definovanych SLO

= Auto-remediace béZnych chyb — opakovani pozadavkl, deaktivace nefunkcnich instanci
= Granularni fizeni provozu

= Bezpecnost
= Rizeni komunikace mezi riznymi sluzbami
" Realizace bezpecné komunikace bez nutnosti jejiho programovani, napr. Sifrovani



Tanzu Service Mesh

Tanzu Service Mesh Global Controller

Discovery | Visibility

Control Security

Istio Local Controller

P Ny
Federated Control

Istio Local Controller

No—o°

Data Plane Envoy Proxies

Data Plane Envoy Proxies

Third-Party Components

Kubernetes ¢ Kubernetes <™

Istio Local Controller

Data Plane Envoy Proxies

Kubernetes ¢

Management Plane

Control Plane

Data Plane




Ukladani a sprava logu

= Centralni logovani je v prostredi kontejnert extrémné dulezité

Pody vznikaji a zanikaji
Sluzby bézi ve vice instancich

= Nastroje pro sbér logu

= Nastroje pro centralni ukladani logu
Udrzuji veskeré logy a umoznuji pristup k nim

Umistuji se na jednotlivé nody clusteru

fluentd, fluentbit, filebeat, ...

Elasticsearch + Kibana
VMware Log Insight

D 5 Q)
Cluster
yflue-nttnt
5,
OO
yfluenthut
&
OO
yfluenthut
NS /
Data
Collection

- A
elasticsearch kibana
[ @ influxdb ] [I'RGrqfonc]

Data Indexing & Analysis &
Aggregation storage visualization
& Processing

fluentd




Sledovani a prezentace metrik

= Metriky poskytuji rychlou a jasnou informaci o fungovani systému
= Kvantitativni vyjadreni sledovanych udalosti/stavll (pocet chyb, pocet pozadavkd, ...)
= \yvoj hodnoty metriky v ¢ase umoznuje analyzovat chovani systému
= Mohou byt poskytovany Kubernetes platformou i samotnymi aplikacemi

= Nastroje pro sbér metrik
=  Umistuji se na jednotlivé nody clusteru

T FinaTargets otifications
= Prometheus Exporter Il - " =

. < Alertmanager
Application Push Alerts
ary

= Nastroje pro prezentaci a analyzu metrik L
= Ukladaji ziskané hodnoty a prezentuiji je Stores Data G e
" Prometheus Server + Grafana

Service M
Discovery = op!

Y Grafana

S

Local Storage




Rizeni Zivotniho cyklu feseni

1. Zivotni cyklus vlastni Kubernetes platformy

2. Zivotni cyklus instalovanych softwarovych komponent

Instalace a upgrady samotnych Kubernetes cluster(
Zpravidla integrovano v samotnych komercnich produktech

Automatizace zivotniho cyklu K8s v on-premise prostredich
= VMware Tanzu, RedHat OpenShift, SUSE Rancher, ...
Automatizace zivotniho cyklu v cloudovych K8s prostredich
=  AWS EKS, GC GKE, Azure AKS, ...

L

Instalace a upgrady komponent, které jsou vyuzivany realném produkcnim nasazeni
Z dnes diskutovanych napf.: NSX ALB, Istio, Elastic, Prometheus Server, Fluentbit, Grafana, ...



Zivotni cyklus komponent s vyuZitim Flux

—

Image Registry
pushes
container images

triggers !

Application E— Build Pipeline —_ observes = Operator
Repository :
[}
updates EVEvEE IS ] ......
» Environment ¢ writes
Repository

1. Aktualizace definic pozadovaného stavu.
2. Ulozeni do ,,Environment Repository”.
3. Flux zajisti synchronizaci definic a skutecného stavu

=== observes ==p
Deployment
== deploys ==p

Environment



Tanzu Mission Control (TMC)

= Automatizace zivotniho cyklu instalovanych

komponent

= TMC fidi cely proces a spravuje instalaci Flux na
jednotlivych clusterech

= Flux zajistuje synchronizaci definic a jejich aplikaci

" Princip fungovani
1. Konfigurace Git Repository v TMC
2. Povoleni Continuous Delivery na daném clusteru

Tanzu Mission Control

Intent Service

Workload Cluster

Flux Controllers

3. Automaticka instalace Flux komponent _
, Git repository
na dany cluster

4. Flux zajisti synchronizaci definic mezi Git Repository
a vlastnim clusterem a uvedeni do souladu




Tanzu Mission Control

Lifecycle & Policy
Management

VMware Tanzu® Mission
Control™

J
Attach & Policy Management

Vlastnosti

Jednoduchy a unifikovany management na

vSech typech podporovanych K8s cluster(:
*  Vysokd mira bezpecnosti
Lepsi prehled o prostredi
Sprava nakladd
Monitoring stavu clusterd
Sjednoceni politik a kvét

Pfinosy
Konsistentni pravidla v rémci vSech

provozovanych prostredi vyrazné usnadnuji
spoluprdci a zvysuji agilitu.

Unifikace nastaveni zlepSuje prehled a
zajistuje opakovatelnost u dalsich prostredi.



anzu Mission Control

Chad

VM Tanzu Mission C Tanzu T

ster Clusters =

Cluster Y  Provider Y | Type T Health Ve Allocated CPU ¥ Nodes T Labels



https://youtu.be/Rk2LhegeiO0

Kubernetes v realném nasazeni

GLOBAL CONTROL PLANE

//\\ VMware Tanzu® for
N\—7 Kubernetes Operations

Mission Control

Lifecycle Management

Security, Compliance,

. Data Protection
Audit

Identity and Access

+ API Driven Integrations

Observability

Service Mesh

BUILD AND DEPLOY

Container Registry

CONNECTIVITY

Kubernetes Ingress / Load Balancing Container Networking

COMPUTE RUNTIME

Platform Monitoring

Kubernetes

MULTI-CLOUD
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Tanzu for Kubernetes Operations — referencni architektura

Sonobuoy
Compliance Checks

Tanzu Mission Control

U

Kubernetes Fleet

Velero
Backup/Restore
A
¥
Object
Store

Management

SaaS

Ce

Tanzu

Observability

Non-TKG

1.

PN
A
Ce

Tanzu

QObservability

Tanzu Kubernetes Grid

Management

Cluster

Workload

Shared Serv

Workload
1.

i,
ot
“:oa

Tanzu

Kubernetes Grid

Pinniped

=y
fO\ Tanzu Service Mesh

R

Q}) Contour Ingress

. VMware Container Networking with Antrea

.
I on
“:oa
Tanzu Container
Kubernetes Registry .
Grid Pinniped Pinniped
Cluster API Observability packages
A N
Q G
Prometheus Prometheus Prometheus Fluent Bit \_@ Prometheus Prometheus Prometheus Fluent Bit \_@
Exporter Server Grafana Extension Tanzu Exporter Server Grafana Extension Tanzu
Observability Observability

.

O

N
!O\ Tanzu Service Mesh

gz Contour Ingress

. VMware Container Networking with Antrea

laaS Virtual Network

laaS Load Balancer / NSX Advanced Load Balancer Enterprise

o)

End Users

SaaS

Remote

Workload
e

s
I\
(e
Global

Namespace

Tanzu Service Mesh
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VMware Tanzu — licencni edice

Pre-2023

Tanzu Advanced

FOR DEVSECOPS

Tanzu for Kubernetes
Operations

FOR PLATFORM OPERATORS

Tanzu Standard

FOR IT OPERATORS

Tanzu Standard Runtime

FOR IT OPERATORS

Tanzu Basic

FOR VI ADMINS

Tanzu Application
Platform

FOR DEVELOPERS

Tanzu for Kubernetes
Operations

FOR PLATFORM OPERATORS

Tanzu Standard

FOR IT OPERATORS

Tanzu Standard

Runtime
FOR IT OPERATORS

€¢0¢



VMware Tanzu — obsah licencnich edici

TANZU APPLICATION
PLATFORM

TANZU for K8s
OPERATIONS

AN
@ VMware Tanzu

Tanzu Application Catalog
Tanzu Build Service
Tanzu Data Services (SQL)
Spring Cloud Gateway

VMware Spring Runtime

Cloud Native Runtimes (Knative)

L7 - Ingress, WAF, GSLB

Tanzu Observability

Tanzu Service Mesh

Tanzu Mission Control

Tanzu Kubernetes Grid
{multi-cloud EKS/AKS/GKE)

@I




Proc zvolit reseni VMware Tanzu?

1. PIna integrace do platformy datového centra VMware.
2. Siroka $kala predpftipravenych a integrovanych nastroji K8s svéta.

3. Automatizace zivotniho cyklu celého reseni.

SIMPLIFY e SECURE o OPTIMIZE



Dékujeme za pozornost.
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